
S7G FWs Update SOP 
REV.E_V4 

1. Prerequisite FW Version 
 This document is used to guide the user to process the FWs update step by step and provide the notices 

that need to be considered during each process. 

 If the system configuration is Rev.A (BMC 3.01/ BIOS 3A03), please update BMC to Rev.B (BMC 3.09) first 

then proceed to Rev.E (BMC 3.60). 

 Due to the BMC code base change introduced in version 3.60, please ensure the BMC firmware is updated 

without selecting the “Preserve all Configuration” option. Please also be informed that the BMC settings 

and configurations will be erased and reverted to default values after the firmware update, including the 

BMC IP address, user accounts, and passwords. 

 There is one important information that is if the user wants to update SBIOS/VBIOS/EROT by WebUI or 

Redfish method after turning the DC to OFF state, please wait for about 90 seconds to let the EIDs 

become available for the BMC update code can access the update device. 

 Please follow below sequence for different FW version update. 

➢ Case 1 (if system customer get FW Rev.A- BMC 3.01/ BIOS 3A03): FW package need include 3.09 / 

update by WebUI.  

Sequence 1: BMC update 3.01 to 3.09 → BMC update 3.09 to 3.60 → FPGA → EROT update → SBIOS 

→ VBIOS. 

➢ Case 2 (if system customer get FW Rev.A- BMC 3.01/ BIOS 3A03): FW package need include 3.09 / 

update with Command Line. 

Sequence 2: BMC update 3.01 to 3.09 thru redfish → BMC update 3.09 to 3.60 thru redfish → FPGA 

thru redfish→ EROT update thru redfish → SBIOS thru redfish → VBIOS thru redfish. 

➢ Case 3 (if system customer get FW Rev.B/C/D- BMC 3.09/BIOS 3A06, BMC 3.19/BIOS 3A11, or BMC 

3.35/BIOS 3A14): update by WebUI. 

Sequence 3:  

(Rev.B/C) BMC update 3.09/3.19 to 3.60 → FPGA → EROT update → SBIOS → VBIOS.  

(Rev.D) BMC update 3.35 to 3.60 → SBIOS. 

➢ Case 4 (if system customer get FW Rev.B/C/D- BMC 3.09/BIOS 3A06, BMC 3.19/BIOS 3A11, or BMC 

3.35/BIOS 3A14): update with Command Line. 

Sequence 4:  

(Rev.B/C) BMC update 3.09/3.19/3.35 to 3.60 thru redfish → FPGA thru redfish→ EROT update thru 

redfish → SBIOS thru redfish → VBIOS thru redfish.  

(Rev.D) BMC update 3.35 to 3.60 thru redfish → SBIOS thru redfish.  

 

 

  



 FW Table 

  Quanta Verified Rev.(Rev.A) 

BMC 3.01.00 

EROT V1.03.103 

FAN CPLD V07 

FPGA 0v78 

SBIOS 3A03[boot fw 00.19.00] 

VBIOS 96.00.7E.00.02 

 

  Quanta Verified Rev.(Rev.B) 

BMC 3.09.00 

EROT 
V1.03.103(erot lower than 103 could skip 103 and upgrade to 

114) 

FAN CPLD V07 

FPGA 0v78 

SBIOS 3A06[boot fw 01.00.01] 

VBIOS 96.00.7E.00.02 

 
  Quanta Verified Rev.(Rev.C) 

BMC 3.19.00 

EROT V1.03.114 

FAN CPLD V07 

FPGA 0v8A 

SBIOS 3A11[boot fw 01.00.05] 

VBIOS 96.00.84.00.02 

 

  Quanta Verified Rev.(Rev.D) 

BMC 3.35.00 

EROT V1.03.119 

FAN CPLD V07 

FPGA 0v96 

SBIOS 3A14[boot fw 01.01.05] 

VBIOS 96.00.8D.00.03 

 
  Quanta Verified Rev.(Rev.E) 

BMC 3.60.00 

EROT V1.03.119 

FAN CPLD V07 

FPGA 0v96 

SBIOS 3A22[boot fw 02.00.06] 

VBIOS 96.00.8D.00.03 



2. Update Procedure 
Recommend turning the system power off (DC OFF) before operating all “Cases” of FW update, please refer 

to the following procedures to complete the upgrade process. 

 

 Case1 (System FW is Rev.A)-update via WebUI: 

If the system configuration is Rev.A (BMC 3.01/ BIOS 3A03), the FW package needs to include BMC v3.09 for 

update to v3.60, and the update method is by WebUI and IPMI tool (for FPGA). 

Please Power off (DC off) system before doing the upgrade, connect to BMC and login WebUI: 

➢ Default BMC Account/Password for v3.01: admin/admin 

➢ Default BMC Account/Password for v3.09 or later: admin/cmb9.admin 

 

A. BMC v3.01 to v3.09: 

1. Open WebUI->Maintenance->Firmware Update. 

 
2. Open file browser and select the “encrypted_rom.ima_enc” of V3.09 package file. 

3. Click “Start firmware update” button. 

4. Choose “Both Images” item. 

5. Uncheck the “Preserved” box. 

6. Click “Proceed to Flash” button. 



 
7. When the update process is completed, the BMC will restart and the user needs to change the password by 

using the default password “cmb9.admin” to a new one for the next steps of the BMC update. 

 

B. Update BMC v3.09 to v3.60: 

Upgrade process is the same as steps1~7 of “A”, the difference is only to select the 

“encrypted_rom.ima_enc” of the v3.60 package. 

[Note]  

1. Due to changes in the codebase, BMC v3.09 to v3.60 will update both the active and inactive images 

simultaneously. 

2. Please note that the BMC configuration will be erased and reverted to the default values after the 

firmware is updated, including the BMC IP, User account and Password, as the "Preserve Configuration" 



option is unchecked in Step 5. 

 

C. Update FPGA (Out-Band command support only): 

1. Prepare a Linux system with ipmitool installed (WSL is not supported) and open a terminal window. 

2. Unzip FPGA FW package and change folder to FPGA package location. 

3. Execute below command by root account:  

#./ipmitool_cpld_oob.sh <Username> <Password> <IP> 2 FPGA_lego-cg1_0v96.rpd.hpm 

Ex:  

 

4. It will show the upgrade process as following 

 

1. 

4. 

3. 

2. 

6. 

5. 



[Note]  

It might have compatibility issue if using non-Linux system as terminal or using WSL to update FPGA. To run 

the update process by Redfish, please refer to Case 2. 

D. Update EROT: 

➢ If the system is DC ON, please turn DC off and wait for about 90 seconds to let the EIDs become 

available for the BMC update code can access the update device. 

1. Open WebUI->Maintenance->Firmware Update. 

 

2. Open file browser and select the “cec1736-ecfw-01.03.0119.0000-n01-rel-prod.fwpkg”of FW package file. 

3. Click “Start firmware update” button. 

4. Make sure the EID number 11/12 are presented. 

5. Make sure the version number of the “Uploaded Version” field in the EIDs is “cec1736PkgEcfw-

01.03.0119.0000” and it is not the same as the “Existing Version” 

6. Click Proceed button. 

7. Click “OK” to agree the update. 

 

1. 

6. 

5. 4. 

3. 

2. 

7. 



8. Wait the progress bar change from 0% to 100% directly, and a complete message box will pop up on the 

top. 

9. Click “OK” to finish the EROT update. 

 

10. After FPGA/EROT update, use IPMI command to reload FPGA/EROT. 

Execute Out-band command to cause the BMC to operate some actions and reboot for FGPA and EROT to 

reload new FW: 

#ipmitool -H <BMC IP> -U <BMC username> -P <BMC Password> -I lanplus raw 0x36 0x88 

[Note] 

This command only works on DC off, please ensure the power status is “OFF” before executing this 

command to avoid the unexcepted system shutdown. 

11. While the BMC rebooted, follow below IPMI commands to check each FW version is new one. 

Set EROTs Version get command: 

#ipmitool -H <BMC IP> -U <BMC username> -P <BMC Password> -I lanplus raw 0x06 0x52 0x03 0xC0 0 0xC0 

0x01 

Get GPU EROT: 

#ipmitool -H <BMC IP> -U <BMC username> -P <BMC Password> -I lanplus raw 0x06 0x52 0x03 0x70 7 0x07 

Return value: 01 03 77 00 00 00 14 

Get CPU EROT: 

#ipmitool -H <BMC IP> -U <BMC username> -P <BMC Password> -I lanplus raw 0x06 0x52 0x03 0x60 7 0x07 

Return value: 01 03 77 00 00 00 14 

 

Get FPGA version: 

#ipmitool -H <BMC_IP> -U <BMC username> -P <BMC PW> -I lanplus raw 0x06 0x52 0x03 0x16 3 0x04 

Return value: 00 09 06 

8. 

9. 



 
 

E. Update SBIOS 

1. If the system is DC ON, please turn DC off and wait for about 90 seconds to let the EIDs become 

available for the BMC update code can access the update device. 

1. Open WebUI->Maintenance->Firmware Update. 

 

2. Open file browser and select the “S7G_3A22.fwpkg” of FW package file. 

3. Click “Start firmware update” button. 

4. Make sure the EID number 11 is presented. 

5. Make sure the version number of the “Uploaded Version” field in the EIDs is “cec1736ApFw-3A22”. 

 (The same version update is not allowed before 3A14). 

6. Click Proceed button. 

7. Clock “OK” to agree the update. 

 



Wait the progress bar change from 0% to 100%, and a complete message box will pop up on the top. 

8. Click “OK” to finish the SBIOS update. 

9. DC ON to POST_END. 

10. Send below commands to check the SBIOS version: 

#ipmitool -H <BMC IP> -U <BMC username> -P <BMC Password> -I lanplus mc getsysinfo system_fw_version 

Return value: 3A22 

 

F. Update VBIOS 

1. Please wait for about 90 seconds to let the EIDs become available for the BMC update code can 

access the update device. 

1. Open WebUI->Maintenance->Firmware Update. 

 

2. Open file browser and select the “g530_0206_888__96008D0003-prod.fwpkg” of FW package file. 

3. Click “Start firmware update” button. 

4. Make sure the EID number 12 is presented. 

5. Make sure the version number of the “Uploaded Version” field in the EIDs is “cec1736ApFwPkg-08d00003”. 

(The same version update is not allowed). 

6. Click Proceed button. 

7. Clock “OK” to agree the update. 

 



8. Wait the progress bar change from 0% to 100%, and a complete message box will pop up on the top. 

9. Click “OK” to finish the VBIOS update. 

10. Perform “Power Cycle” and DC ON to POST_END. 

11. Send below commands to check the VBIOS version: 

#ipmitool -H <BMC IP> -U <BMC username> -P <BMC PW> -I lanplus raw 0x36 0x65 0x4c 0x1c 0x00 0x3 

0x45 

Return value: 96 00 8d 00 03 

 

 Case2 (System FW is Rev.A)-update via Redfish: 

If the system configuration is Rev.A (BMC 3.01/ BIOS 3A03), the FW package needs include BMC v3.09 for 

update to v3.60, and the update method is by Redfish. 

 

For execute Redfish command update, the user needs make sure the Redfish password already changed from 

“superuser” to new one, if it has not been changed, please runs below command first: 

sudo curl -v -s -k -u Administrator:superuser -H "Content-Type:application/json" -H "If-None-Match:"1"" -X 

PATCH -d '{"Password": "xxx.xxx"}' https://{BMC IP}/redfish/v1/AccountService/Accounts/1 

 

A. BMC v3.01 to v3.09: 

1. Change folder to BMC v3.09 location. 

2. Execute below command to update Image 1: 

sudo curl -v -k -u Administrator:${New PASSWORD} -H "expect:" -H "content-type:multipart/form-data" -X 

POST -F 

'UpdateParameters={"Targets":["/redfish/v1/UpdateService/FirmwareInventory/BMCImage1"]};type=appli

cation/json' -F 'OemParameters={"ImageType":"BMC"};type=application/json' -F 

UpdateFile=@encrypted_rom.ima_enc https://${BMC IP}/redfish/v1/UpdateService/upload 

3. Wait update completed, the BMC will restart. 

4. Change redfish password again for Image2 update. 

5. Execute below command to update Image 2: 

sudo curl -v -k -u Administrator:${New PASSWORD} -H "expect:" -H "content-type:multipart/form-data" -X 

POST -F 

'UpdateParameters={"Targets":["/redfish/v1/UpdateService/FirmwareInventory/BMCImage2"]};type=appli

cation/json' -F 'OemParameters={"ImageType":"BMC"};type=application/json' -F 

UpdateFile=@encrypted_rom.ima_enc https://${BMC IP}/redfish/v1/UpdateService/upload 

6. Wait update completed, the BMC will restart. 

 

B. BMC v3.09 to v3.60: 

1. Change folder to BMC v3.60 location. 

2. Change redfish password again. 

3. Execute the “Disable Preserved configuration” command: 

Sudo curl -v -s -k -u Administrator:${New PASSWORD} -H "Content-Type:application/json" -H "If-None-

Match:"1"" -X PATCH -d '{"Oem": {"AMIUpdateService": {"PreserveConfiguration": false}}}' https://${BMC 

IP}/redfish/v1/UpdateService 



4. Follow steps 2 and 3 of “A.” to update BMC version to 3.60. 

[Note]  

1. Due to changes in the codebase, BMC v3.09 to v3.60 will update both the active and inactive images 

simultaneously. 

2. Please note that the BMC configuration will be erased and reverted to the default values after the firmware 

is updated, including the BMC IP, User account and Password, as the "Disable Preserved configuration" 

command is used in Step 3. 

 

C. Update FPGA: 

1. Change folder to FPGA FW package v96. 

2. Execute below command to update FPGA: 

sudo curl -s -v -k -u Administrator:${New PASSWORD} -H "expect:" -H "content-type:multipart/form-data" -X 

POST -F 

'UpdateParameters={"Targets":["/redfish/v1/UpdateService/FirmwareInventory/FPGA_0"]};type=applicatio

n/json' -F 'OemParameters={"ImageType":"HPM"};type=application/json' -F UpdateFile=@FPGA_lego-

cg1_0v96.rpd.hpm https://${BMC IP}/redfish/v1/UpdateService/upload 

 

3. To monitor the update status, send below command to get the task status: 

sudo curl -s -k -u Administrator:${New PASSWORD} -H "Cache-Control: no-cache" -H "content-

type:application/json" -X GET -H "If-None-Match:W/"1"" https://${BMC 

IP}/redfish/v1/TaskService/Tasks/${TASK} | python3 -m json.tool 

 

 

D. Update EROT: 

➢ Please wait for about 90 seconds to let the EIDs become available for the BMC update code can access 

the update device. 

https://10.10.11.189/redfish/v1/UpdateService/upload


1. Change folder to EROT FW location. 

2. Change redfish password again. 

3. Execute below command to update EROT: 

sudo curl -v -k -u Administrator:${New PASSWORD} -H "expect:" -H "content-type:multipart/form-data" -X 

POST -F 'UpdateParameters={"Targets":[]};type=application/json' -F 

'OemParameters={"ImageType":"PLDM"};type=application/json' -F UpdateFile=@cec1736-ecfw-

01.03.0119.0000-n01-rel-prod.fwpkg https://${BMCIP}/redfish/v1/UpdateService/upload 

 
4. To monitor the update status, send below command to get the task status: 

sudo curl -s -k -u Administrator:${New PASSWORD} -H "Cache-Control: no-cache" -H "content-

type:application/json" -X GET -H "If-None-Match:W/"1"" https://${BMC 

IP}/redfish/v1/TaskService/Tasks/${TASK} | python3 -m json.tool 

5. After FPGA/EROT update, use IPMI command to reload FPGA/EROT. 

Execute Out-band command to cause the BMC to operate some actions and reboot for FGPA and EROT to 

reload new FW: 

#ipmitool -H <BMC IP> -U <BMC username> -P <BMC Password> -I lanplus raw 0x36 0x88 

[Note] 

This command only works on DC off, please ensure the power status is “OFF” before executing this 

command to avoid the unexcepted system shutdown. 

6. While the BMC rebooted, follow below IPMI commands to check each FW version is new one. 

Before using IPMI command, please sure IPMI password had been changed to new one since BMC will be 

revert to the default value after the firmware is updated. 

Set EROT Version get command: 

#ipmitool -H <BMC IP> -U <BMC username> -P <BMC Password> -I lanplus raw 0x06 0x52 0x03 0xC0 0 0xC0 

0x01 

Get GPU EROT: 

#ipmitool -H <BMC IP> -U <BMC username> -P <BMC Password> -I lanplus raw 0x06 0x52 0x03 0x70 7 0x07 

Return value: 01 03 77 00 00 00 14 

Get CPU EROT: 

#ipmitool -H <BMC IP> -U <BMC username> -P <BMC Password> -I lanplus raw 0x06 0x52 0x03 0x60 7 0x07 

Return value: 01 03 77 00 00 00 14 

 

Get FPGA version: 

#ipmitool -H <BMC_IP> -U <BMC username> -P <BMC PW> -I lanplus raw 0x06 0x52 0x03 0x16 3 0x04 

Return value: 00 09 06 

 



E. Update SBIOS 

➢ If the system is DC ON, please turn DC off and wait for about 90 seconds to let the EIDs become available 

for the BMC update code can access the update device. 

1. Change folder to SBIOS FW location. 

2. Execute below command to update SBIOS: 

sudo curl -v -k -u Administrator:${New PASSWORD} -H "expect:" -H "content-type:multipart/form-data" -X 

POST -F 'UpdateParameters={"Targets":[]};type=application/json' -F 

'OemParameters={"ImageType":"PLDM"};type=application/json' -F UpdateFile=@S7G_3A22.fwpkg 

https://${BMC IP}/redfish/v1/UpdateService/upload 

 

3. To monitor the update status, send below command to get the task status: 

sudo curl -s -k -u Administrator:${New PASSWORD} -H "Cache-Control: no-cache" -H "content-

type:application/json" -X GET -H "If-None-Match:W/"1"" https://${BMC 

IP}/redfish/v1/TaskService/Tasks/${TASK ID}| python3 -m json.tool 

4. When update status is “Completed”, DC cycle to the POST_END. 

5. Send below commands to check the SBIOS version: 

#ipmitool -H <BMC IP> -U <BMC username> -P <BMC Password> -I lanplus mc getsysinfo system_fw_version 

Return value: 3A22 

 

F. Update VBIOS: 

➢ Please wait for about 90 seconds to let the EIDs become available for the BMC update code can access 

the update device. 

1. Change folder to VBIOS FW location. 

2. Execute below command to update VBIOS: 

sudo curl -v -k -u Administrator:${New PASSWORD} -H "expect:" -H "content-type:multipart/form-data" -X 

POST -F 'UpdateParameters={"Targets":[]};type=application/json' -F 

'OemParameters={"ImageType":"PLDM"};type=application/json' -F 

UpdateFile=@g530_0206_888__96008D0003-prod.fwpkg https://${BMC 

IP}/redfish/v1/UpdateService/upload 

 



3. To monitor the update status, send below command to get the task status: 

sudo curl -s -k -u Administrator:${New PASSWORD} -H "Cache-Control: no-cache" -H "content-

type:application/json" -X GET -H "If-None-Match:W/"1"" https://${BMC 

IP}/redfish/v1/TaskService/Tasks/${TASK ID} | python3 -m json.tool 

4. When update status is “Completed”, DC cycle to the POST_END. 

5. Send below commands to check the VBIOS version: 

#ipmitool -H <BMC IP> -U <BMC username> -P <BMC Password> -I lanplus raw 0x36 0x65 0x4c 0x1c 0x00 

0x3 0x45 

Return value: 96 00 8d 00 03 

 

 Case3 (System FW is Rev.B/C/D)-update via WebUI: 

A. System FW is Rev.B/C 

If the system configuration is Rev. B (BMC 3.09/ BIOS 3A06) or Rev. C (BMC 3.19/BIOS 3A11), the update 

method is by WebUI and IPMI tool. 

FW Update Sequence: 

BMC update 3.09 (or 3.19) to 3.60 → FPGA → EROT update → SBIOS → VBIOS 

The update procedure please refer the steps “B” to “F” of Case1 to update each FW. 

*Please choose “Both Images” item and uncheck the “Preserved” box during BMC FW upgrade. 

 

B. System FW is Rev.D 

If the system configuration is Rev. D (BMC 3.35/ BIOS 3A14), the update method is by WebUI and IPMI tool. 

FW Update Sequence: 

BMC update 3.35 to 3.60 → SBIOS  

The update procedure please refer the steps “B” and “E” of Case1 to update BMC and SBIOS FW. 

*Please uncheck the “Preserved” box during BMC FW upgrade. 

[Note]  

1. If system FW upgrade from Rev. D to Rev. E, please ignore FPGA/EROT/VBIOS update because it is the 

same version as Rev. D. 

2. Due to changes in the codebase, BMC v3.35 to v3.60 will update both the active and inactive images 

simultaneously; choosing the "NOT preserved" option is required. 

3. Please note the BMC configuration will be erased and reverted to the default values after the 

firmware is updated, including BMC IP, User account and Password. 

 

 Case4 (System FW is Rev.B/C/D)-update via Redfish: 

A. System FW is Rev.B/C 

If the system configuration is Rev. B (BMC 3.09/ BIOS 3A06) or Rev. C (BMC 3.19/BIOS 3A11), the update 

method is by Redfish. 

 

For execute Redfish command update, the user needs make sure the Redfish password already changed from 

“superuser” to new one, if it has not been changed, please runs below command first: 

sudo curl -v -s -k -u Administrator:superuser -H "Content-Type:application/json" -H "If-None-Match:"1"" -X 

PATCH -d '{"Password": "xxx.xxx"}'https://{BMC IP}/redfish/v1/AccountService/Accounts/1 



 

FW Update Sequence: 

BMC update 3.09 (or 3.19) to 3.60 → FPGA → EROT update → SBIOS → VBIOS 

The update procedure please refer the steps “B” to “F” of Case2 to update each FW. 

 

B. System FW is Rev.D 

If the system configuration is Rev. D (BMC 3.35/ BIOS 3A14), the update method is by Redfish. 

 

For execute Redfish command update, the user needs make sure the Redfish password already changed from 

“superuser” to new one, if it has not been changed, please runs below command first: 

sudo curl -v -s -k -u Administrator:superuser -H "Content-Type:application/json" -H "If-None-Match:"1"" -X 

PATCH -d '{"Password": "xxx.xxx"}'https://{BMC IP}/redfish/v1/AccountService/Accounts/1 

 

FW Update Sequence: 

BMC update 3.35 to 3.60 → SBIOS  

The update procedure please refer the steps “B” and “E” of Case2 to update BMC and SBIOS FW. 

[Note]  

1. If system FW upgrade from Rev. D to Rev. E, please ignore FPGA/EROT/VBIOS update because it is the 

same version as Rev. D. 

2. Please note the BMC configuration will be erased and reverted to the default values after the firmware 

is updated, including BMC IP, User account and Password. 

 


